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The Rising Threat of Dual-Use Biotechnology 
 

Abstract 
 

Dating back to WWI, the international community has recognized and made efforts to 
prevent the spread and use of Weapons of Mass Destruction (WMDs). Binding international 
agreements made with the Treaty on the Non-Proliferation of Nuclear Weapons, the Biological 
Weapons and Toxic Convention, and the Chemical Weapons Convention have formed the 
foundation of a nonproliferation regime. But more recently, the rising threat of dual-use 
biotechnology has become apparent. Globalization and innovation have resulted in a rising 
number of technologies with both a peaceful civilian application and the potential for military 
use. These dual-use technologies are not so clearly defined or as easily regulated as traditional 
WMDs. The United States and the international community must recognize the growing threat of 
dual-use biotechnology and take steps to limit its proliferation. 
 
Introduction 
 

In 1918 a devastating influenza pandemic swept the United States: the “Spanish Flu.” 
The disease killed 675,000 Americans and an estimated 20 to 40 million people worldwide.1 In 
2005, scientists from the US Centers for Disease Control and Prevention used hospital samples 
taken from past victims to reconstruct the genome of the Spanish Flu. The focus of their research 
was the incredible virulence of the Spanish Flu.2 This study was widely publicized, shocking the 
scientific community. Thought it presented surprising advances in biotechnology, scientists 
recognized that reviving such a deadly disease brought with it an inherent danger: that the 
disease could spread again, accidentally or intentionally.  
 

The reconstruction of the Spanish Flu genome is a prime example of the dual-use 
concerns that go along with biotechnology. The recreated Spanish Flu genome provides prime 
research material for scientists to study how and why the flu spread so quickly, which is useful 
knowledge for epidemiologists in the fight to prevent future deadly outbreaks. But if US 
scientists can recreate and modify a past disease, then they can also create new ones, and so, too, 
could other states and organizations. Just as the potential scientific and medical applications 
abound, there also exist opportunities to create new and more deadly biological weapons. 
Professor Gerald Fink of the Whitehead Institute for Biomedical Research stated that “the 
tension between the spread of technologies that protect us and the spread of technologies that 
threaten us is the crux of the dilemma.”3 

 

                                                
1 "The Great Pandemic: The United States in 1918-1919." Flu.gov. US Department of Health and Human Services. 
Web. 07 Sept. 2014.  
2 Lentzos, Filippa, and Pamela Silver. "Synthesis of Viral Genomes." Innovation, Dual Use, and Security: Managing 
the Risks of Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. 
Print. Pg. 135. 
3 Fink, G. Biotechnology Research in an Age of Terrorism. Washington, DC: National Research Council, 2003. 
Print. Pgs. vii-viii 
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The volume and speed of innovation in the biotechnology sphere today is unbelievable. 
In the year 2000 investment in biotechnology had reached nearly $29 billion.4 By 2015, the 
global biotech industry is forecast to exceed $320 billion.5 The expanding market for 
biotechnology is economically beneficial, leading to considerable advancements in the field of 
pharmaceuticals, agriculture, and public health. Unfortunately, many of these new 
biotechnologies and processes can also be used for military purposes. 6 This is the nature of the 
dual-use threat.  
 

It is therefore imperative that these benefits be balanced with the inherent security 
concerns. While the United States and the international community recognize the dual-use threat, 
not enough is being done to counteract the potential dangers that come with biotechnology 
advances. Biosecurity needs to be approached in a holistic manner, incorporating international 
laws and norms, state regulation, industry accountability, and education and increased 
communication in the scientific community. By using a broad range of nonproliferation tactics, 
the dangers of dual-use biotechnologies can be limited without stymying economic growth and 
innovation. 
 
Scope and Advancements in Biotechnology 
 

Dual-use biotechnology is a growing concern given the rapid rate of innovation today, 
but the origins of biological weapons and the dual-use challenge dates back to World War I. 
While conducting experiments between 1894 and 1911, the German chemist Fritz Haber 
discovered a method for mass-producing ammonia. Haber’s process revolutionized the way in 
which fertilizer was made, leading to dramatic changes in the agricultural industry. But this same 
process also became critical in the production of Germany’s chemical weapons.7  
 

The kind of far-reaching dual-use enabled by Haber’s method for mass-producing 
ammonia is dwarfed by the scope of modern technological advancements. Today, biotechnology 
has reached new heights: we can manipulate the very building blocks of life, synthesizing DNA, 
replicating viruses and creating new chemicals and biological compounds with minute precision. 
The applications are as boundless as the potential for misuse and perversion. 
 

The dual-use biotechnologies of concern have diverse ranges. In his book, Innovation, 
Dual-use, and Security (2012), Dr. Jonathan B. Tucker, an arms control specialist with the State 
Department and senior fellow with the Federation of American Scientists in Washington DC, 
divides dual-use biotechnology into three main categories: technologies for direct design, 

                                                
4 Fink, G. Biotechnology Research in an Age of Terrorism. Washington, DC: National Research Council, 2003. 
Print. Pg. 17 
5 "Biotechnology Industry Market Research & Statistics." ReportLinker. Web. 07 Sept. 2014.  
6 Fink, G. Biotechnology Research in an Age of Terrorism. Washington, DC: National Research Council, 2003. 
Print. Pg. 18 
7 Garrett, Laurie. "Biology’s Brave New World." Foreign Affairs 92.6 (2013). Web. Pg. 31.  
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technologies for the manipulation of biological systems, and technologies for production, 
packaging, or delivery. 

 
An example of direct design technology is the synthesis of viral genomes, a process by 

which genes and microbial genomes are created by assembling strands of DNA. The DNA 
strands can even be synthesized using simple chemicals.8 This was the method employed by the 
CDC scientist in reconstituting the Spanish Flu in 2005. To synthesize a viral genome, you must 
automate the synthesis of the DNA segments, assemble the segments into a viral genome, and 
then, if the goal is for military usage, you must weaponize the synthetic virus by modifying it to 
spread between humans. 9 

 
Although the process of synthesizing a virus like the Spanish Flu was previously limited 

to well-financed corporate, government, or university laboratories, today the synthesis process 
has been greatly simplified. The Human Genome Project exemplifies these technological 
advances. The goal of the Human Genome Project was to completely code the human genome, 
which it succeeded to do in 2003. It took ten years, thousands of scientists, and more than 160 
labs to sequence the entire human genome.10 Since then, technological advances have allowed 
for the same process to be completed in a single day. Laurie Garrett, in the article “Biology’s 
Brave New World,” explains how this evolution took place after only ten years from the 
completion of the Human Genome Project:  
 

[It] was possible to buy a sequencing device for several thousand dollars and sequence 
one’s entire genome at home in less than 24 hours. For even less, a private company will 
sequence your genome for you and prices are still dropping. Sequencing costs have 
plummeted so far that the industry is no longer profitable in the developed world and has 
largely been outsourced to China.11 
 

Today, a fancy lab and high-end grant aren’t necessary to sequence a genome; anyone 
with enough disposable income and a mind to do it, can.   
 

A viral genome can be assembled by purchasing the entire DNA sequence online, by 
purchasing smaller segments and assembling them together, or by creating the entire genome 
with a standard desktop DNA synthesizer.12 The latter options require a higher level of expertise 
and technology, but purchasing whole DNA sequences online is relatively cheap and easy. The 
ability to purchase genomes online is a critical national security threat: 
 

                                                
8 Lentzos, Filippa, and Pamela Silver. "Synthesis of Viral Genomes." Innovation, Dual Use, and Security: Managing 
the Risks of Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. 
Print. Pg. 133. 
9 Ibid. 
10 Garrett, Laurie. "Biology’s Brave New World." Foreign Affairs 92.6 (2013). Web. Pg. 37. 
11 Ibid. 
12 Lentzos, Filippa, and Pamela Silver. "Synthesis of Viral Genomes." Innovation, Dual Use, and Security: 
Managing the Risks of Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: 
MIT, 2012. Print. Pg. 134. 
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In 2006, a journalist from The Guardian ordered a small segment of the small pox 
genome, which was modified to ensure its harmlessness, from a DNA synthesis 
company. At the time, the company did not realize what was being ordered and so did not 
ensure that the customer had a legitimate purpose for ordering the sequence; it shipped 
that material to a post office box for a little over $60, including postage. The reporting 
exercise revealed a gaping vulnerability.”13 
 

This investigative piece by The Guardian illustrates the ease with which an individual or an 
organization could acquire a viral genome with virtually no oversight. 
 

A common theme among all dual-use technologies is the inability of the arms control 
efforts and government regulations to keep pace with the speed of technological innovation. In 
his 2013 Foreign Affairs article, Interpol Secretary General Ronald Noble addressed concerns 
about the online genome market:  
 

Vendors must…vet potential buyers of gene sequences and the nature of the orders 
themselves. Suspicious orders are referred to as ‘hits.’ This initiative encourages the 
industry to regulate itself and engage with other stakeholders in order to sustain the 
synthetic biology industry.14 
 

Similar suggestions were made by the US Department of Health and Human Services in the form 
of guidelines published in 2010. The guidelines call for the screening of both the customers and 
the requested DNA sequences. It was also recommended that companies retain electronic copies 
of orders for future reference.15 Due to the growing market for DNA sequencing, the 
recommendation of Secretary General Noble and the US Department of Health and Human 
Services both focus on self-regulation on the part of private companies instead of government-
imposed regulations.  This assumes that such a system provides the greatest incentives for 
companies to comply, such as increased consumer confidence and limited government 
regulation. 
 

Although ordering synthesized DNA online is still an easy prospect, the process of 
weaponizing a viral genome is more complex. Given the current self-regulation efforts on the 
part of DNA-synthesizing companies and the relative difficulty of weaponization, the primary 
national security threat today regarding synthetic viral genomes would likely come from state 
level biotechnology programs or from an individual, highly-trained biologist. The most logical 
scenario for an individual to abuse this technology would involve a radicalized or otherwise 
disgruntled biologist, a “bio hacker”  similar to a computer hacker, creating a viral genome out of 
curiosity or while trying to show technical prowess.16 Although this technology represents only a 

                                                
13 Noble, Ronald K. "Keeping Science in the Right Hands." Foreign Affairs 92.6 (2013). Web. Pg. 49.  
14 Ibid. Pg. 50.  
15 Lentzos, Filippa, and Pamela Silver. "Synthesis of Viral Genomes." Innovation, Dual Use, and Security: 
Managing the Risks of Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: 
MIT, 2012. Print. Pg. 141. 
16 Ibid. Pg. 137 
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moderate national security threat because of the difficulty of ensuring infectivity, the evolution 
of the DNA synthesizing process is emblematic of the rapid innovation in the field of 
biotechnology and the associated dual-use concerns. 
 

The second type of biotechnology with an inherent dual-use threat is immunological 
modulation, which is an example of technologies for the manipulation of biological systems. 
Immunological modulation is the process of manipulating the human immune system through the 
creation and administering of vaccines. Used for hundreds of years, vaccinations are 
commonplace in the US and around the world. From the Polio virus to the flu, vaccines continue 
to be an integral part of modern health care. Innovations in the field of immunology have 
increased the number of treatable and preventable diseases. But with innovation comes the 
opportunity for misuse. 
 

In 2000, a group of Australian scientists created a mousepox in response to a mouse 
overpopulation problem. The goal of the experiment was to stimulate the mice’s immune 
systems. The presence of the mousepox in a female mouse’s blood would create antibodies that 
would target antigens on the surface of her eggs (ovules). The process would render the infected 
mouse infertile. In order to stimulate the natural antibodies in the mice, the Australian scientists 
inserted an immune regulatory protein called interleukin-4 (IL-4), which would increase the 
production of the mouse anti-bodies targeting the eggs. 17 As Nancy Connell noted in her 
discussion of “Immunological Modulation,” the scientists did consider “the possibility that the 
inserted gene for IL-4 might increase the virulence of the mousepox virus, [but] this outcome 
was judged unlikely because the strain of mouse used in the experiment was genetically resistant 
to mousepox infection.”18  
 

The experiment had unintended consequences. The IL-4 shut down the “cellular arm of 
the immune response”19 which rendered the mousepox deadly, even to mice previously 
vaccinated against the pox or mice with a genetic resistance. With the addition of the IL-4 
protein, the scientists had discovered a method of greatly increasing the virulence of their pox. 
The experiment brought the threat of immunological manipulation into the world, and with it, a 
new, untapped source for military applications. 
 

In 2006, another case of immunological manipulation further demonstrated potential 
dangers with an experiment using human subjects. A group of British researchers attempted to 
create a monoclonal antibody that would target a certain type of leukemia. The clinical trials 
phase involved injecting six human volunteers: 
 

Within ninety minutes after the intravenous infusion of the monoclonal antibodies into 
six healthy young volunteers, all of them developed a systemic inflammatory 

                                                
17 Connell, Nancy. Innovation, Dual Use, and Security: Managing the Risks of Emerging Biological and Chemical 
Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. Print. Pg. 190.  
18 Ibid. Pg. 191 
19 Ibid. 
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response…Over the next twelve hours, the six subjects became critically ill and suffered 
multiple organ failures. 20  
 

Although the test subjects all survived, the failed British experiment further illustrates how 
unpredictable, volatile outcomes to immunological modulation experiments can unintentionally 
produce new tools for those looking to expand the arena of biological warfare. And these tools 
can clearly have ghastly effects if used against humans. 
 

Designing vaccines, whether for medical or military application, takes a high level of 
expertise and a great deal of resources, which today, are only available in well-financed 
corporate, government, and academic laboratories. But immunology is a not a new field and 
information about vaccines and immunology is freely accessible online. In the US, the Food and 
Drug Administration monitors and regulates the development and production of vaccines. But in 
the biotechnology industry as a whole, there is a fear that regulation stifles advances in research 
and development, and the field of immunology is no different. In response to this fear, there has 
been a greater emphasis by the US government on informal measures to mitigate the enormous 
financial risk that goes into mass-producing a vaccine. Informal measures focus on education and 
communication within the scientific community. In immunology especially, there are efforts to 
increase the education of scientists and students regarding the potential dual-use risks and the 
ethics involved in this kind of research. 
 

The third example of dual-use technology in the category of production, packaging, or 
delivery is chemical micro-process devices. This technology is used for the production and 
combination of chemicals and biological compounds. Although the principle use of micro-
process devices is for the production of chemicals, they also have the capability to produce 
biological compounds using basic chemicals, making chemical micro-process devices an integral 
aspect of the biotechnology industry and a dual-use threat.  
 

Initially developed in Germany in the 1980s, the goal of micro-process devices was to 
reduce pollution in the chemical industry. 21 The basic principle behind the chemical micro-
process device is that by producing chemicals and biological compounds in a micro reactor, the 
process can be more easily monitored and manipulated than in larger quantities. The result is a 
process that is safer, faster, as well as more accurate and energy efficient than standard chemical 
reactors. Standard chemical processing plants create large quantities of chemicals, which release 
a great deal of heat and create difficulties in assuring purity. The benefits of micro-process 
reactors come from the high ratio of reactor surface to reactant volume for more efficient 
reactions and heat exchange.22 With more efficient heat exchange, there is no need for the large 

                                                
20 Clair, E. William St. "The Calm after the Cytokine Storm: Lessons from the TGN1412 Trial." Journal of Clinical 
Investigation 118.4 (2008): 1344-347. Web. 
21 Smithson, Amy E. “Chemical Micro Process Devices” Innovation, Dual Use, and Security: Managing the Risks of 
Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. Print. Pg. 
236.   
22 Ibid. 
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coolant systems used in mixing large batches of chemicals.23 The chemical process can be 
conducted in a single micro-process reactor, and once the process is optimized, it can be 
duplicated and scaled up with thousands of micro devices. The devices can also operate 
continuously with miniature sensors and computers monitoring and regulating the process. 
Micro-process reactors can be programed to create more than one chemical, as well as create the 
exact quantity of the needed compound(s). Standard chemical plants create large quantities of 
these toxic chemicals and store them until they are needed. But this mass-production and mass-
storage can result in dangerous working conditions and environmental hazards.24 
 

The risk presented by micro-process devices is the potential use for creating both 
chemical and biological weapons. In the past, state level weapons programs necessitated the use 
of vast complexes for chemical production, but a facility using micro-process devices could be 
housed in a space the size of a closet.25  
 

In the 1990s, the doomsday cult Aum Shinrikyo expended enormous funds in the creation 
of a chemical weapons facility. One of the chemicals they produced was sarin gas, which they 
released in the Tokyo subway. The sarin gas they produced was only 30% pure26 and the Aum 
Shinrikyo chemical plant released noxious fumes, which forced them to shut down production 
when locals reported the smell to the police.27 Had the cult been able to use micro-process 
devices, not only could they have avoided the release of fumes, they could have produced sarin 
gas at a much higher purity. Today, an equally well-funded organization, such as Al Qaeda, 
could employ chemical micro-process devices and find much greater success than Aum 
Shinrikyo. Reports have indicated that hydrogen cyanide, phosgene, chemical weapons used in 
WWI, and methyl isocyanate have already been created with microprocessors.28 
 

The primary difficulty in using the technology for the production of chemical or 
biological weapons is adapting the process for micro reactors. While information on the use of 
micro-process devices is available online, in textbooks, and in academic articles, it requires a 
certain level of practical experience and education in order to adapt the process for the 
production of chemical weapons. This experience can be gained relatively easily by enrolling in 
university courses or seeking employment with companies using micro-process technology. The 
micro-process devices themselves are available for purchase online. Current government 
regulation and international nonproliferation regimes focus on the precursor chemicals and 

                                                
23 Ibid. Pg. 238 
24 Kolehmainen, Eero, et al., “Advantages of On-Site Microreactors from Safety Viewpoint,” presentation 198e 
delivered at the 10th International Conference on Microreaction Technology, New Orleans, April 9, 2008 
25 Smithson, Amy E. “Chemical Micro Process Devices” Innovation, Dual Use, and Security: Managing the Risks of 
Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. Print. Pg. 
239.   
26 Seto, Yasuo. "The Sarin Gas Attack in Japan and the Related Forensic Investigation." OPCW Synthesis (2001). 
Organization for the Prohibition of Chemical Weapons. 1 June 2001. Web. 07 Sept. 2014. 
27 Tu, Anthony T. “Overview of Sarin Terrorist Incidents in Japan in 1994 and 1995.” Proceedings from the 6th 
CBW Protection Symposium (Stockholm: May 10-15, 1995). Pgs 14-15 
28 Nguyen, T. H. "Microchallenges of Chemical Weapons Proliferation." Science 309.5737 (2005): 1021. Web. 
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biological compounds in order to prevent the production of weapons; the purchase of micro-
process devices themselves has not been limited.29 
 

Although all three of the technologies highlighted above are difficult for untrained 
proliferators or unfunded laboratories to undertake, they are emblematic of the speed of 
innovation in the field of biotechnology. Whether it is the ten-year effort to code the human 
genome, now possible to complete in under 24 hours, or the use of microprocessors to create 
chemical or biological weapons in a closet-sized space, dual-use technology will only become a 
greater concern as the field expands and demand for biotechnology increases. 
 
The Limits of Current Regulation 
 

While the Spanish Flu, Australian mousepox, and British monoclonal antibodies 
experiments were conducted in scientific research labs, much of dual-use biotechnology is the 
result of corporate biotechnology research: 
 

The techniques involved in WMD development – harnessing the atom, synthesizing 
chemical production, and using biological organisms or substances – have an 
overwhelmingly legitimate and absolutely necessary role in the civilian economy. Thus, 
the environment in which proliferation risks occur is shaped largely by the private sector. 
Privately-owned companies not only produce and operate nuclear, chemical, and 
biological industrial equipment, but they also carry out, by far, the greatest share of the 
basic R&D for the relevant technologies, goods, and methods of application. 30 
 

The rate of growth and innovation in biotechnology creates problems because governments are 
loathe to regulate and limit economic growth. This is especially true in the developing world. 
Biotechnology “is now a major focus of investment by developing countries such as China, 
Cuba, India, Indonesia, Malaysia, Singapore, South Korea, South Africa, and Taiwan.”31 These 
countries do not have the same stringent regulations and concerns for dual-use threats as 
developed states. Investment and economic growth are of greater concern to much of the 
developing world and as China-US relations have shown, developing states often do not 
appreciate the US and other developed states restricting their economic growth for any reason. 
 

The threat of dual-use biotechnology is a concern for US national security as well as 
international security. Current US government regulations and oversight regarding dual-use risks 
in academic, public, and private research are thinly spread among a variety of agencies 
including: the Department of Agriculture, the Environmental Protection Agency, the Nuclear 

                                                
29 Smithson, Amy E. “Chemical Micro Process Devices” Innovation, Dual Use, and Security: Managing the Risks of 
Emerging Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. Print. Pg. 
240.   
30 Finlay, Brian D. "Minding Our Business: The Role Of The Private Sector In Managing The WMD Supply Chain." 
WMD Insights (Feb. 2009). Print. 
31 Tucker, Johnathan B. "Dual Use Dangers: Biotechnology and Global Security Are Intertwined." Science Progress. 
Center for American Progress, 16 Oct. 2007. Web. 07 Sept. 2014. 
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Regulatory Commission, the National Institute of Health, the Food and Drug Administration, the 
Centers for Disease Control and Prevention, and the Department of Homeland Security. The 
priority of these agencies is primarily to prevent the spread of dangerous toxins to the American 
people and they do not focus specifically on dual-use technology. What protections there are 
come in the form of regulations and safety precautions for scientific labs and researchers, 
preventing access to dangerous toxins, and enforcing penalties for unlawful possession.32 
 

Another important area in preventing the spread and misuse of dual-use biotechnology is 
the control of US exports. Managed by the Department of Commerce, Export Administration 
Regulations (EAR) bar the export of items, technologies, and technical information that are on 
the commerce control list. 33 This list includes the transfer of dual-use commercial goods. The 
State Department also plays a role in export controls through the International Traffic in Arms 
Regulation (ITAR). ITAR regulates the export of items on the Munitions Control List and any 
related technological information. 34 Both EAR and ITAR limit the spread of dual-use 
technologies through export controls, but neither of them are specifically designed for that 
purpose. 

 
The role played by Congress revolves around funding for the different departments and 

their efforts to prevent the spread of dual-use technology. Similar to how oversight and 
regulations are spread over a range of departments, Congressional appropriations for the 
departments is divided amongst a variety of committees. The decentralized nature of funding and 
regulations limit the overall efficacy of nonproliferation efforts. In order to create a more 
centralized body, the Department of Health and Human Services (HHS) created the National 
Science Advisory Board for Biosecurity (NSABB) in 2004. Composed of experts in biology, 
law, and security, the advisory board’s goals are to identify and define dual-use research, advise 
the Secretary of HHS on issues of biosecurity, and provide recommendations on an ethical code 
for life scientists.35 Although HHS made an effort to focus on dual-use biotechnology risks, the 
US government continues to deprioritize the threat. In 2009 the White House published the 
National Strategy for Countering Biological Threats. This document mainly highlighted the state 
level biological weapons programs and terrorists’ access to biological weapons. Dual-use 
technology is only mentioned three times, and that only in one small subsection. The document’s 
recommendations related to dual-use biotechnology are to promote discussions in the scientific 
community, and to better outline research guidelines, though none are mentioned in this 
document.36 The lack of attention given to the risks of dual-use biotechnology reflects at best, a 
limited national interest, and at worst, a limited understanding of the threat. It is highly likely 
that this is a result from the ongoing dilemma of balancing security with economic growth and 
innovation. 
                                                
32 Fink, G. Biotechnology Research in an Age of Terrorism. Washington, DC: National Research Council, 2003. 
Print. Pg. 41 
33 Ibid. Pg. 89 
34 Ibid. 
35 Shea, Dana A. “Oversight of Dual-Use Biological Research: The National Science Advisory Board for 
Biosecurity.” Congressional Research Service. April 2007. Pgs. 1-3 
36 The White House. National Strategy for Countering Biological Threats. (Washington: Nov. 2009) 
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The success of international regulation and efforts to limit the spread of dual-use 

biotechnology is equally mixed. The primary treaty preventing the spread of biological weapons 
comes from the Biological and Toxin Weapons Convention (BWC), entered into force in 1975. 
The BWC is made up of 155 nations that signed and ratified the treaty as of 2005. The goal of 
the treaty is to prevent the production, stockpiling, and use of biological weapons, but the BWC 
allows for biological research for peaceful purposes. 37 Because of the allowance for peaceful 
research, dual-use biotechnology is not addressed. Other aspects of the nonproliferation regime 
include the Wassenaar Arrangement, which was declared in 1995 and is made up of 41 states. 
The Wassenaar Arrangement seeks to promote transparency and greater responsibility in the 
transfer of conventional arms and dual-use goods and technologies.38 Similarly, the Australia 
Group, established in 1985, aims to limit the risk of chemical and biological weapons 
proliferation by focusing on exporters and transshipment states. 39 Both the Wassenaar 
Arrangement and the Australia Group are without treaties, restriction, monitoring, or 
enforcement. Their goal is more in line with the normative model of nonproliferation: 
establishing informal agreements for preventing the spread of weapons and dangerous 
technologies, and creating a model that incentivizes other states to follow suit. Unfortunately, 
just as developing economies are disinclined to follow US restrictions and regulations that could 
threaten growth, they are also unlikely to be wooed by the international norm established by the 
developed world.  
 
Recommendations 
 

There are a variety of mechanisms that can be used to prevent the spread of dual-use 
biotechnology. Dr. Jonathan B. Tucker outlines a range of such mechanisms, from “informal” 
measures like research transparency and codes of conduct, to “soft-law” measures such as 
security guidelines and international standard, to “hard-law” measures of export controls, 
reporting requirements, and statutory regulations.40 Focusing only on “hard-law” measure could 
stifle technological advances, but limiting oversight to “informal” measure presents security 
risks. In order to both enable economic growth and innovation in the field of biotechnology 
while maintaining national and international security, the full range of such measures must be 
incorporated in any nonproliferation strategy. 

 
There are three necessary areas of change that must be implemented in order to mitigate 

the risks of dual-use technology and maintain US and international security. The first major 
change needs to be in the mentality or approach to the dual-use risk. The difficulty in 
implementing a nonproliferation strategy incorporating the full range of measures is the current 
lack of focus on dual-use technology as a growing threat. State level biological weapons 

                                                
37 "Convention on the Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) 
and Toxin Weapons and on Their Destruction." The Biological and Toxin Weapons Convention Website. Web. 
38 "Wassenaar Arrangement." NTI: Nuclear Threat Initiative. Web. 
39 “Australian Group.” NTI: Nuclear Threat Initiative. Web.  
40 Tucker, J.B. “Review of the Literature.” Innovation, Dual Use, and Security: Managing the Risks of Emerging 
Biological and Chemical Technologies. Ed. Jonathan B. Tucker. Cambridge, MA: MIT, 2012. Print. Pg. 34.   
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programs will continue to be a problem, but for terrorists and other non-state actors, dual-use 
technology is the easiest way to access and produce biological weapons. By recognizing that 
dual-use biotechnology is quickly becoming the primary biosecurity concern, both US and 
international efforts can be undertaken to manage the threat directly. Fear of limiting economic 
growth may also be preventing governments and the biotechnology industry from embracing the 
full range of nonproliferation measures. Secretary General Noble stated that “a global policing 
strategy for dealing with synthetic biology should spread awareness of the potential threats but 
must not impede further scientific discovery”; accepting the fact that the dual-use threat exists 
will allow us to have legitimate discussions about the security and innovation dilemma, instead 
of simply continuing to ignore the growing proliferation risks. 41  

 
The second change must take place within the US government. The current piecemeal 

efforts on the part of the US divide responsibility and funding amongst a wide swath of 
departments, agencies, and Congressional committees. In order to effectively regulate and 
prevent the spread of dual-use biotechnology, a unified regulatory body should be created or a 
single department should be granted sole authority over the issue. Similar government 
restructuring has taken place in the past, like the creation of Home Land Security or the Office of 
the Director of National Intelligence. Whichever governing body is made responsible for dual-
use biotechnology concerns must also have the authority to enforce, not just make 
recommendations. Although the HHS National Science Advisory Board for Biosecurity focuses 
on dual-use biotechnology, it only has the ability to propose guidelines and recommendations. 
Funding for current and future US nonproliferation agencies is also critical. Recent budget cuts 
have severely limited the regulatory ability of many government departments as Laurie Garrett 
explains in his Foreign Affairs piece, “Biology’s Brave New World”: 
 

The Centers for Disease Control and the U.S. Department of Agriculture represent the 
United States’ first line of defense against microbial threats to human health, plants, and 
livestock, but both agencies have been cut to the bone. The Centers for Disease Control’s 
budget has been cut by 25 percent since 2010, and it recently dropped by a further five 
percent thanks to sequestration, with the cuts including funding that supported 50,000 
state, territorial, city, and county public health officers. It should be a no-brainer for 
Congress to restore that funding and other support for the nation’s health policy army.42 
 

Without proper funding, any new restructuring and regulatory authority will be rendered 
ineffective. 
 

The third and final change must take place in the international arena. Although the 
Wassenaar Arrangement and the Australia Group address dual-use biotechnology, they do so as a 
part of a greater nonproliferation effort. Following the normative nonproliferation model, a 
greater focus on dual-use biotechnology could find success in international groups with the 
primary task of addressing the dual-use threat. Following the treaty model, international laws 

                                                
41 Noble, Ronald K. "Keeping Science in the Right Hands." Foreign Affairs 92.6 (2013). Web. Pg. 48.  
42 Garrett, Laurie. "Biology’s Brave New World." Foreign Affairs 92.6 (2013). Web. Pgs. 42-43. 
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targeting dual-use biotechnology could be enacted. Garrett recommends facilitating stronger 
regulations and governing though existing treaties: 
 

The Biological Weapons Convention process can serve as a multilateral basis for [dual-
use research concern]-related dialogue. It offers a neutral platform accessible to nearly 
every government in the world. But that process is weak at present, unable to provide 
verification akin to that ensured by its nuclear and chemical weapons counterparts.43 
 

By approaching the issues through the BWC, new regulations and a monitoring agency could be 
created in order to specifically prevent dual-use biotechnology from spreading. The International 
Atomic Energy Agency (IAEA) is an example of a successful monitoring organization, after 
which a biological toxins agency could be modeled.  
 

Garrett highlights another weakness in the international nonproliferation efforts: “Any 
global surveillance effort will require harmonized standards. At present, however there are no 
agreed-on biosafety laboratory standards or definitions of various aspects of biosecurity…or 
even [dual-use research concerns].”44 In order for an IAEA-type monitoring agency to be 
effective, international standards for lab safety, training, and security must be implemented. The 
implementation of international standards will, in itself, help prevent the spread of dual-use 
biotechnology from the source. Enforcing international standards will be difficult, given the 
reluctance on the part of the developing world to limit their own growth. The US and other 
concerned states may find it necessary to compel developing nations through either economic 
and trade incentives, or to punish with tariffs and sanctions. 
 

Both the fear of Iran developing nuclear weapons and the documented use of chemical 
weapons in Syria have amplified the threats posed by both nuclear and chemical weapons. A 
tragic event on the international scale should not be necessary for the risk of dual-use 
biotechnology to be seriously addressed. By changing the mentality towards dual-use 
biotechnology, restructuring the US government’s nonproliferation agencies, and creating 
international standards for the operation and monitoring of the biotechnology industry, the 
spread of dangerous dual-use biotechnology can be limited, and such a major tragedy need not 
ever happen. 
 
 
 
 
 
 
 
Blog posts and analysis papers represent personal opinions of individual authors and do not 
necessarily represent the views of Ramen IR, other authors, or any of their organizations or 
affiliations. 
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44 Ibid. Pg. 44 


